Terrorism And The New Order Of Things For Chemical Companies

Global terrorist activity is new to Canadians.  This reality has been driven home to us in no uncertain terms on and after September 11th.  This has been demonstrated on a macro scale through simple but sophisticatedly planned activities in the attack on the World Trade Centre, and on a micro and more personal scale through individual anthrax attacks.  The wide range of potential methods of destabilizing and creating fear in our country requires us to re-think how we conduct our businesses on an ongoing basis.  Certainly our efforts, within the chemical industry, to ensure that our plants were safer, healthier and more environmentally responsible endeavors have been a major achievement through the implementation of our commitment of Responsible Care.  The global effort in preparation for possible Y2K disasters resulted in a non-event, essentially a smooth transition into the new millennium.  We now have a new global reality to contend with in North America. However it unfortunately is not one that is that unfamiliar to many other parts of the world.  What we once thought was unthinkable here at home, and only something people in remote parts of the world had to think about, has not only finally arrived on our doorstep, but has smashed down the door.

Possible terrorist activity in Canada has defined a new urgency in managing our operations, one of the need for reassessment of our security arrangements, using a new definition of possible emergencies caused by such terrorist activity.  The following are some basic thought on areas to consider in your operations.  Undoubtedly they will lead to many more specifically relevant to your own operations.
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Facility Counter-Terrorism Questionnaire


Should your company become the target of terrorist attacks at the head office or at an operating facility, how would it prepared for the following: 

1.  Day-To-Day Business Impediments


a) What are the principle “worse nightmare” terrorist scenarios for your facility? (Business interruption, health, safety, environmental, etc. 

1.) ________________

2.) ________________

3.) ________________

2.  Unsolicited Mail, Packages and Materials Deliveries

a) What plans do you have in place to control the receipt of unsolicited mail, courier packages and shipments to your facilities?  

b) How have you trained the “First Handlers” of incoming items to spot questionable letters or packages?  

c) How have you trained your “First Handlers” to handle incoming parcels and letters in order to protect themselves against, chemicals, biologicals and explosives?  

d) What is your corporate procedure in event of the arrival of a suspicious object?

e) Who in management is aware of this procedure?  

f) Who else needs to know?

3. Incoming Supplies, Articles And Materials
a) What precautions have you taken to ensure that incoming truck drivers are really who they claim to be?  

b) Does your carrier check out the identity and skill level of their drivers to ensure they have prevented terrorist infiltration?  

c) Do your suppliers have effective preloading inspection procedures to ensure the truck or tanker or railcar does not contain suspicious packages prior to loading?  

d) Is this documented?  

e) What precautions are taken en route to ensure the delivery has not been tampered with or hijacked and the driver replaced and/or the load altered?  

f) How do you know the driver is your supplier’s employee or the carrier’s intended driver?  

g) Do you have a pre-unloading procedure to ensure no suspicious packages are included in the load and to confirm the validity of the driver?   

h) How have you confirmed your supplier has ensured that their personnel, who have loaded your shipment, are who they claim to be and are trustworthy?  

i) How have your agent suppliers, who import materials from other countries, ensured that the materials they import are free of terrorist hazards or activities?  

j) Do you have more than one source of materials and energy?  

k) Do any single supplier sources have more than one facility capable of supplying the identical quality of material needed in your facility?  

l) How long would alternate suppliers take to meet your needs?  

m) Do your suppliers or their carriers use the GIS ONSTAR satellite communication equipment to constantly track vehicle progress and for emergency communication? 

4.  Suspect Package Security

a) Persons opening mail or packages should be aware of the proper steps to take should they suspect they are handling a potentially dangerous material.  The following abbreviated steps should be included in the company’s training procedures.  For detailed procedures see section following this questionnaire.

b)  The suspect letter or package should be placed immediately on a flat surface (a desk, table or the floor, etc).

c) If powder had contacted any of the recipient’s clothes, these clothes should be removed slowly with minimum shaking and left with the package.  It is not necessary to remove all clothing.

d) Everyone should leave the room immediately, closing the door behind them.  The person coming into contact with the suspect material should not touch anything.  Another person should shut any windows or doors to isolate the room or area.

e) The person should then immediately thoroughly wash all exposed skin areas with copious soap and water.

f) Have someone shut off the heating and /or air conditioning systems in the affected area.

g) Have someone else call 911 and explain what happened.

h) Keep the contact person calm and in one place till emergency personnel take over.

5.   Missing Personnel

a) If key personnel suddenly become unavailable, (missing, dead, tied up handling the aftermath, etc.) who steps into their place?

b)  What is the new line of authority?

c) Is there a Continuity Plan?

6.  Personnel Selection Process

a) How is the potential security risk of new and current personnel checked?  

b) Does your company have a process to ensure it hires only legitimate landed immigrants or citizens? (IMM 1000, the Immigration Visa and Record of Landing document, or a Canadian Passport, etc.  A driver’s license or health card is NOT acceptable proof.)   

c) Is there a background check done on all new hires?

7.  Personnel Competency

a) How is personnel competency organized to provide adequate cross training to ensure business continuity in all parts of the operation should key operators or other personnel be suddenly unavailable?  

b) Has more than one person the capability to carry out the essential functions of purchasing, receivables, payables, to ensure suppliers deliver, get paid and that customers get billed?  

c) What is the commitment level between the company and the union/work force to carry on after the emergency?  

d) How is the company organized to get competent replacement personnel quickly  (temporary and/or permanent) after such an event? 

8. Communicating Your Counter-Terrorism Plan to Company Personnel

a) What message in senior management giving employees about their concern with terrorism through their actions and communication?

b) Are employees getting the message that their role is more than a passive one, that they are key participants in the security of their facility?

c) How are employees trained to understand their role?  Is this accepted and understood?

d) How is the company’s increased readiness and planning to be communicated to its other stakeholders, (financial institutions, insurers, Board of Directors, suppliers, customers, etc).

e) Is a senior “In Charge” person continuously available in event of an attack?

f) Will the company’s communication equipment be effective during a terrorist attack? (cell phones, walkie-talkies, satellite phones, emergency line phones, regular telephone services, radios, etc.)  Have these been tested?

g) Has the internal communication goal been to inform employees of the changes and increased security that has been implemented, their role, responsibility and understanding of the need for changes?  Has it also been aimed at getting their involvement and willing acceptance of the changes for their own protection?

9.  Communicating Your Readiness To The Community

a) How will you handle community communications regarding your pre-planning and the handling of the aftermath of an attack as you struggle to return to normal?

b) How do you communicate new hazard possibilities to the public resulting from possible terrorist attacks on your facility?

c) Do community “First Responders” and other emergency officials understand the new risks and hazards involved and the appropriate public response to take in such events?

d) Has the external message been directed to reassure the public and deter possible attacks by communicating sufficient details to show that you homework has been done and you are prepared for possible eventualities?  Have specific details of the Preparedness Plans and security been limited to those needing to know such as your first responders?

10.  Understanding Your Community’s Counter-Terrorism Readiness

a) Has the community updated it’s emergency planning in light of possible increased terrorism activity?  

b) Has this been reviewed with your company?  

c) Has the community successfully integrated the company’s updated Emergency Plan into its own? 

d) Is the plan adequate in the company’s estimation, to meet your company’s new concerns and needs?

11. Visitor and Employee Identification

a) How has your company identified new employees so they are visibly legitimate facility personnel to other employees?  

b) How has the company identified legitimate visitors to the facility?

c) How does the company control the movement of non-company vehicles, drivers, trades people, sales representatives, and other persons once they have access to the site?

d) How has the company trained all employees to be on alert and respond properly to encountering people who have seemingly gained unauthorized entry to the facility?

12.  Perimeter Security
a)  Is the property fenced off or locked up to prevent unauthorized access?   

b) Is there a security force present 24 hr a day?  Do they patrol the premises in a manner that will detect unauthorized entry?

c) What additional training have security personnel received to assist in protection against the new terrorism potential? 

d) Are there security cameras or motion detectors guarding company perimeter?  

e) Has there been a recent walk around inspection of the perimeter to ensure obvious entry opportunities are resolved?  

f) Can unauthorized access be accomplished without difficulty at any particular time during the day?

13.  Computers

a) Are there local computer back-ups? 

b) Are they capable of running the company’s various computer programs, necessary for  its everyday business? 

c) Has your hardware supplier the capability to provide overnight replacements capable of operating older programs?  

d)  Are currently used software backup discs (often older versions) stored offsite and available on short notice?  

e) Are data backup discs or tapes adequate in backup frequency?  

f) Are they stored offsite? 

g) Can they operate on different computers?  

h) If the company operates on a network, what happens if the network computer is attacked? 

i) What would happen if a virus wiped out the network or a key program and the data stored in it? 

j) If the entire computer system capabilities were wiped out in an attack, how long would it take to be back in business with the problem solved and back-up data reloaded and tested? 

k)  What would you do in the meantime?

14.  Environmental, Health, Safety and Quality Monitoring

a) What would be the impact on environmental, health and safety or quality monitoring and control systems if an attack damaged the control systems?  

b) Could/Would you operate without this equipment?  

c) Do you have remotely stored software, records, calibration instructions or equipment?  

d) How soon could you get replacement equipment operational?  

e) What impact would this have on business continuity?  

f) Do you have contractual obligations requiring specific monitoring of these issues?

15.  Alternative Manufacturing Options

a)  If the manufacturing facilities were damaged or destroyed, preventing a quick restart of the facility, what other possible facilities could be called upon for assistance?  

b) Could/would competitors offer facilities, rent equipment? 

c) Take advantage of your problem to increase their business?  

d) What would be your best long-term scenario to survive the business interruption?

16.  Heating, Ventilation And Air Conditioning Systems

a) Heating and Air Conditioning systems need to be shut down to prevent the spread of possible dangerous materials through the ventilation system in event of an emergency caused by the receipt of a suspect package.  Do key personnel know how to quickly shut down services or isolate rooms or areas in the facility?

b) Are key HVAC electrical control panels clearly identified or coded for quick identification and shut down?

c) Do employees know whom to contact in event shutting the systems become necessary?

d) Are there any HVAC intake vents in more public or remote areas that are easily accessible by visitors or unauthorized persons?

17.  Energy and Other Utilities
a) Do you have alternative energy sources?  

b) How have you ensured production continuity in event of a natural gas disruption?  

c) Do you have an agreement with an alternate fuel supplier to provide guaranteed fuel supply?  

d) Is the heating equipment capable of dual firing?  

e) Do you have an emergency source of electricity? 

f) Is there more than one power feed to your facility through the outside power grid? 

g) What are your electrical emergency need priorities?  

h) Does the emergency power supply cover these needs?

i) Do you know where the shut-off valves and power isolation switches at the property limit are located?

j) Are they protected from outside tampering?

k) When was the last time opening and closing these valves was tested?  (Natural Gas and Water)

18. Potential Sales of Weapons Grade Materials

a) What products do you handle or sell that could be useful to terrorists?

b) Are Customer Service personnel aware of these products and on the lookout for new customer requests for these products?

c) Does the company have a means of checking out new customer requests for legitimacy?

d) Is there means of tracking the theft or unexplained disappearance of these materials?

e) Is access to these materials and their removal from the premises adequately controlled?

19.  Travel Security

a) Are there restrictions on numbers or specific key personnel travelling on the same plane or jointly using other modes of travel?

b) Are there restrictions pertaining to the avoidance or use of specific airlines?

c) Have key personnel traveling abroad received training on minimizing kidnapping opportunities?

d) Do key personnel travelling abroad carry an emergency drug kit approved or designed by the company medical department or other medical authority?

e) Are specific travel, route, arrival times and call-in times part of plans for foreign travel?

20.  Publicly Available Corporate Information Protection

a) Has the company confirmed in their operating municipality, how available detailed building plans for their facility are to any person of the public at large requesting to view or make copies of such plans?  Municipalities are slow to close this possible source of information to terrorists. 

b) Has the company reviewed what information exists on their Internet Web Site that may be of value to potential terrorists?  Is this information still suitable or necessary for business on the web site?

21. Emergency, Disaster, Security Procedures Documentation

a) Has the company reconsidered its definition of the meaning of security so the broader scope catches the company’s intent and concerns?

b) Have the relevant procedures and manuals been reviewed updated and redistributed to the appropriate manual holders to ensure key personnel are aware of the corporate procedures and their subsequent responsibilities to communicate relevant changes to their employees?

c) Has the potential impact of proximity to other non-company facilities, that could be potential targets of terrorist attack been considered in the review of onsite security?

d) What public utilities, (gas and oil pipelines, main electrical transmission lines, major water sources, highways, bridges, airports, rail lines, etc), or highly visible business facilities, (refineries, chemical complexes, power plants, pipeline gas compressor stations, electrical power distribution control centers, etc.), or public buildings (government buildings, large sports complexes, high rise office or residential buildings or shopping malls etc.), are potential terrorist targets and within 1 Km. of the facility?  What would be the impact, on your facility, of terrorist activity on these offsite facilities? 

e) Is there a procedure in place to implement a process of “High Alert” as soon as this company warning is issued?

f) Have all personnel been trained to carry out either a passive or active role when the alert is issued?

g) Has a process been established to include alerting community emergency response personnel in event of issuing the “High Alert” warning?

h) How are both full and empty onsite and offsite company owned tank trucks and those of their contract carriers and suppliers secured against unknown tampering or contamination?

i) Has site security been tested recently to verify effectiveness of new security measures?

Part II

What To Do In Event Of Receiving A Suspect Package

Persons opening mail or packages should be aware of the proper steps to take should they suspect they are handling a potentially dangerous material.  The following steps should be included in the company’s training procedures.

a) The suspect letter or package should be placed immediately on a flat surface (a desk, table or the floor, etc).

b) If powder had contacted any of the recipient’s clothes, these clothes should be removed slowly with minimum shaking and left with the package.  It is not necessary to remove all clothing.

c) Everyone should leave the room immediately, closing the door behind them.  The person coming into contact with the suspect material should not touch anything.  Another person should shut any windows or doors to isolate the room or area.

d) The person should then immediately thoroughly wash all exposed skin areas with copious soap and water.

e) Have someone shut off the heating and /or air conditioning systems in the affected area.

f) Have someone else call 911 and explain what happened.

